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Summary: Recently a series of expressive, secure and eﬃcient attribute-based encryption (ABE) schemes,
both in key-policy ﬂavor and ciphertext-policy ﬂavor, have been proposed. However, before being applied
into practice, these systems have to attain traceability of malicious users. As the decryption privilege of
a decryption key in key-policy ABE (resp. ciphertext-policy ABE) may be shared by multiple users who
own the same access policy (resp. attribute set), malicious users might tempt to leak their decryption
privileges to third parties, for ﬁnancial gain as an example, if there is no tracing mechanism for tracking
them down. In this work we study the traceability notion in the setting of key-policy ABE, and formalize
key-policy ABE supporting fully collusion-resistant blackbox traceability. An adversary is allowed to
access an arbitrary number of keys of its own choice when building a decryption-device, and given such
a decryption-device while the underlying decryption algorithm or key may not be given, a blackbox
tracing algorithm can ﬁnd out at least one of the malicious users whose keys have been used for building
the decryption-device. We propose a construction, which supports both fully collusion-resistant blackbox
traceability and high expressivity (i.e. supporting any monotonic access structures). The construction
is fully secure in the standard model (i.e. it achieves the best security level that the conventional nontraceable ABE systems do to date), and is eﬃcient that the fully collusion-resistant blackbox traceability
is attained at the price of making ciphertexts grow only sub-linearly in the number of users in the system,
which is the most eﬃcient level to date.
For the entire collection see [Zbl 1319.94006].
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